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Sfera de cuprindere si metodologia misiunii de audit         

            Audit scope and methodology
Audit regarding the operations into the account of the client S.C. S.R.L. – client ID …..

This Audit Report was done at the Order of the Bank’s Management.

Audit objectives (International Standards on Auditing – 500 “Audit Evidence”):

Existence
Completeness
Occurrence

Mathematical Accuracy
Internal controls at the branch level are adequate;
Branch’s staffs operate within established internal procedure
Undertaken work:

For the investigation, the Audit Team asked to examine documents that formed the basis of the operations.
It was requested a written explanation from the Regional Branch Manager – S.D, Account Officer – T.P. and Teller I.R.
Audit procedures:
Enquiry,

Examination,

Observation,

Detailed tests (inspection of documents and records).  

The examinations – were done by Mr. T.E. – Internal Auditor and Ms.L.A – Internal Auditor.

All examined documents were returned to audited branch.
If, for certain chapters from the “Audit Report ” it was not found any infringements of the laws, regulations and internal working procedures in force, this does not certify the fact that there couldn’t be possible to exist eventual deficiencies. 

The responsibility for the correctness and the reliability of the presented data during the audit action is, exclusively, of the Management of the Branch, while the responsibility of the audit team is limited to the respective data verification, in accordance with the “Audit Report” objectives.

Sinteza catre Management                    

      Management Summary
Cele mai importante constatari sunt evidentiate mai jos.

The most important findings are summarized below.

As a result of “on site” visit at the Branch, there were observed certain findings, out of which the most important are the following:
· Internal Control and KYC significant weaknesses - The S.C. …. S.R.L. juridical file is not continuously updated, discrepancies existing between documents kept at file. Furthermore, the signature cards not being updated create confusion even for the bank employees. 
· Signatures Card Issue - S.C. ….. S.R.L. - The Customer Service Officer of the Branch did not follow the Internal Procedure for Customer Services and Cash. Moreover, the Customer Service Officer modified on the client signatures card issue date.
· Client’s document not propperly advised - During the audit special investigation we noticed that at juridical file documents kept in copy were not properly attested “According to the original” and signed.

· The Intranet application - Following our interviews and analysis, we noticed the Intranet application dedicated for scanned the customer’s signatures not save older documents from the clients files.

· Form for data and signatures card - Following our interviews and analysis, we noticed the Intranet application dedicated for scanned the customer’s signatures not save older documents from the clients files.

· Archiving of documents from the client file - During “on site” visit, the audit team observed that customer’s documents from juridical file are not placed in chronological order and are not numbered to keep chronological records
The general impressions are determined on the number of the findings from the special investigation performed by the audit team at the  Branch. 

The practices implemented within the Branch do not always comply with the risk management requirements, some of the banking activities that may generate operational and reputation risks, are insufficiently controlled due to override of the internal procedures.
Head of Internal Audit Department




Constatari detaliate                                                                                       

Detailed findings

Centralizarea constatarilor de audit deschise pe categorii de clasificare: 

Total overview of open audit findings by classification:
	3 - Deficiente/ Deficiencies:
	2

	2 - Obiectii / Objections:
	1

	1 - Recomandari / Recommendations:
	3


Constatarile auditului sunt clasificate dupa cum urmeaza:

The audit findings are categorized as follows:

	Deficienta:

Deficiency:

	Incalcarea legilor sau a altor prevederi legale (inclusiv cele singulare), indiferent daca a fost cauzata intentionat sau din neglijenta. 

              Statutory offence or breach of other legal provisions (also one-time occurrence) regardless of whether caused intentionally or by negligence.

Incalcarea politicilor companiei sau de grup (inclusiv cele singulare), indiferent daca a fost cauzata intentionat sau din neglijenta.

             Violation of company or group policies (also one-time occurrence) regardless of whether caused intentionally or by negligence.

Deficienta repetata cu posibil impact semnificativ.

             Systematic deficiency with significant impact expected.

Constatare individuala de audit cu posibil impact semnificativ.

                 Individual audit finding with significant impact expected.

	Obiectie:

Objection:
	Incalcarea neintentionata a legilor sau a altor prevederi legale, cu conditia ca raspunderea profesionala sa poata fi demonstrata.

             Statutory offence or breach of other legal provisions if not intended and if due professional care can be demonstrated.

Incalcarea neintentionata a politicilor companiei sau de grup,     cu conditia ca raspunderea profesionala sa poata fi demonstrata.

             Violation of company or group policies if not intended and if due professional care can be demonstrated.

Deficienta repetata cu posibil impact minor.

             Systematic deficiency with minor impact expected.

Constatare individuala de audit cu posibil impact minor.

            Individual audit finding with minor impact expected.

	Recomandare: Recommendation:
	Posibilitatea de imbunatatire a fost observata de catre Departamentul de Audit Intern.

 Potential for improvement was recognized by the audit department.


Facts summary

The  Compliance Department notified Internal Audit and the Bank’s Management regarding improper transaction performed  on the S.C. …. S.R.L. account.  

At the Bank’s Management indications an Audit went to the Branch in order to investigate elements raised by Compliance Department.

As per investigations, following elements were found:

· Ms. A.T. requested to make one operation in the amount of (thousand euros) from the account of S.C. ….S.R.L. – client ID ….28;

· From juridical file that exist in ….Bank Branch results that since the company starting (2001) and at the BANK account opening moment (March 10th, 2005) Ms. A.T.was the company administrator and one of its associates. Ms B.T., being the only administrator of the company, granted a signature card. 

· On …., Mr. B.T.(the second associate), left the company selling his social parts to Mr. C.T.. In the same time, Mr. C.T., bought some of Ms A.T.social parts, at that moment, each of shareholders being in equal quota (50% from the company). Moreover, starting June 29th, 2005 the company’s administrators become Ms A.T.and Mr. C.T.. At that moment, Mr. C.T. granted another signature card, but it was wrongly completed as date (March 10th, 2005 instead of June 29th, 2005). At the customer file exists two signature cards: one of Mr. A.T. and one for Ms A.T.; 
· After several years, on May 22nd, …. Ms A.T. performed the transaction on the S.C. ….S.R.L. RON account. The branch teller, Ms C.L. , observed, according with the file documents, on the client’s signature card that only empowered person is Mr. C.T. (at customer’s file existing two distinguished signatures cards) and informed the Compliance Division – Ms. O.P about the possible incident/fraud, and the Bank’s Management 

· At the customer’s file there were 3 (three) I.D. copies for Ms. A.T.. The signature card was completed with information from the first one (being valid at the account opening), the second and the third one weren’t operated into informatics system and the signature card was not updated. The update was performed after Compliance Department observed the discrepancies. Although update was performed, it hasn’t been properly done (performed through fax). Important to mention is that at the customer’s file the “Fax Contract” wasn’t found. Furthermore, the I.A. cannot certainly say that between the bank and the company such contract exists. We also mention that at the account opening within the Bank, Mr. B.T. had no legal rights within the company. Ms. M. F. modified the signature’s card date after the Compliance Department had seen the discrepancies between dates (on the form sent through fax it can be seen the original date).
· The Intranet application dedicated scanning documents (e.g.: I.D. card’s, signature forms), does not save history regarding modifications about the documents from the customers files and the chronological order of performing operations. Due this reason, the bank cannot perform any tracks on the modifications performed by the branch employees. Furthermore, the signature cards are not entirely scanned, only scanned part being the signature itself. 
· Documents from juridical file, kept in copy, were not properly attested “According to the original” and signed. The KYC standards are not propperly respected, in sense that the customer’s file does not contain all statutory additional acts registered at the Trade Register.
A statement was granted by all employees involved in Ms A.T.transaction (Teller, Customer Services Officer, Branch Manager, etc.) at the Bank’s management request,

The audit team considered being necessary that separate statements to be taken from each employee involved into this case (Teller, Customer Service Officer, Branch Manager).  

	Numar si abreviere / Number and subject:

08- BANK-___- 001 Internal Control and KYC significant weaknesses
	Clasificare / Classification:

1- Deficiency

	Persoana responsabila cu rectificarea / To be corrected by:

Mr. …../ Manager of …. Branch

Mr. …… / Manager of …. Regional Branch
	Termen de rectificare / To be corrected until:



	Detaliile constatarii / Details of the finding:

The S.C. ….. S.R.L. juridical file is not continuously updated, discrepancies existing between documents kept at file. Furthermore, the signature cards not being updated create confusion even for the bank employees. 

Explicatie suplimentara / Additional explanation:

The Internal Audit found that:

“Signature card” for Ms. A.T.(empowered person for the S.C. ….. S.R.L.) was not updated with her new I.D. cards. The update was performed after Compliance Department observed the discrepancies, even if at the juridical file the I.D. copies still existed (first one – expired, the second one – not valid, and the third one – in place). Although update was performed, it hasn’t been properly done (performed through fax, even if fax contract does not exist). Furthermore, the signature of Ms A.T.was not scanned and uploaded into system.
Regarding the operation, performed on May 22nd… at …. Branch by Ms A.T. ….., the branch teller was confused by the following aspects: in Signature application only Mr. C.T. signature appeared into system and the withdrawal from being signed by Customer Service Officer.
At the customer’s file discrepancies between additionally statutory acts arise. Signature cards being at the customer’s file weren’t propperly signed and stamped by the Customer Services Officer.

Due these reasons the I.A.D. consider that are significant weaknesses into internal control environment and operational and reputation risk may appear from not following the procedures.



	Remedieri / Corrections:

The Internal Audit recommendation: 

Internal Controls reinforcements regarding KYC standards and compliance with the Bank’s internal procedures and regulations.



	Opinia partii auditate / Auditee’s opinion:


….. Branch Manager – took notice and declared to follow the Internal Audit Recommendations.




	Numar si abreviere / Number and subject:

08- BANK-___- 002 Signatures Card Issue
	Clasificare / Classification:

1- Deficiency tion

	Persoana responsabila cu rectificarea / To be corrected by:

Mr. …./ Manager of …. Branch

Mr. …… / Manager of …..Regional Branch
	Termen de rectificare / To be corrected until:



	Detaliile constatarii / Details of the finding:

The Customer Service Officer of …..Branch did not follow the Internal Procedure for Customer Services and Cash. Moreover, the Customer Service Officer modified on the client signatures card issue date.

Explicatie suplimentara / Additional explanation:
The Internal Audit found that:

“Signature card” for Mr. A.T. was completed with the data 10th March 2005 (account opening date), instead of 29th, June 2005 (date since Mr. C.T. has rights within the company). 

As per Customer Service Officer statements –. When Compliance Department had seen the discrepancies between dates, CSO panic herself and made checking’s upon juridical file and modified the date from the card.  

Due these reasons the I.A.D. consider that operational and fraud risk might appear from not following the procedures and KYC standards and regulations.

 

	Remedieri / Corrections:

The Internal Audit recommendation: 

The Client Service Officer of Branch should follow the regulations of Internal Procedures regarding Customer Services and Cash as well as KYC standards and regulations. Moreover, the Branch Manager should reinstruct Branch’s staff regarding strictly observing and following internal procedures and regulations of the Bank.

	Opinia partii auditate / Auditee’s opinion:


The Branch Manager – took notice and declared to follow the Internal Audit Recommendations.




	Numar si abreviere / Number and subject:

08- BANK-___- 003      Client’s document not propperly advised
	Clasificare / Classification:

2- Objection

	Persoana responsabila cu rectificarea / To be corrected by:

Mr. …../ Manager of … Branch

Mr. …… / Manager of ….. Regional Branch
	Termen de rectificare / To be corrected until:



	Detaliile constatarii / Details of the finding:

During the audit special investigation we noticed that at juridical file documents kept in copy were not properly attested “According to the original” and signed.
Explicatie suplimentara / Additional explanation:

The Internal Audit found that:

The file documents kept in copy were not properly attested “According to the original” and signed by the Customer Service Officers.

	Remedieri / Corrections:

The Internal Audit recommendation: 

All the copies of the documents from the clients file to be attested “According to the original” and signed. 

	Opinia partii auditate / Auditee’s opinion:


…. Branch Manager – took notice and declared to follow the Internal Audit Recommendations.




	Numar si abreviere / Number and subject:

08-BANK-__-004 The Intranet application “Signatures’ Management”
	Clasificare / Classification:

3- Recommendation

	Persoana responsabila cu rectificarea / To be corrected by:

Mr. ….. – Head of IT Division
	Termen de rectificare / To be corrected until:



	Detaliile constatarii / Details of the finding:

Following our interviews and analysis, we noticed the Intranet application “Signatures’ Management” dedicated for scanned the customer’s signatures not save older documents from the clients files. 
Explicatie suplimentara / Additional explanation:

The Internal Audit found that:
The Intranet application dedicated for scanned the customer’s signatures not save older documents from the clients files. Every new scanning, over the last override found.

	Remedieri / Corrections:

The Internal Audit recommendation: 

We recommend that IT Division to develop the Intranet application “Signatures’ Management” dedicated the scanning operations, to save history with modifications the documents from the clients files and the chronological order of performing operations. The application should allow scanning of entire signature card, not only the customer signature. 



	Opinia partii auditate / Auditee’s opinion:





	Numar si abreviere / Number and subject:

08- BANK-___- 005        Form for data and signatures card
	Clasificare / Classification:

3- Recommendation

	Persoana responsabila cu rectificarea / To be corrected by:

Mr…..– Head of IT Division 
	Termen de rectificare / To be corrected until:



	Detaliile constatarii / Details of the finding:
As per “on site” observations, I.A.D. noticed that the signature cards are not entirely saved, only scanned and saved part being the signature.

Explicatie suplimentara / Additional explanation:

The Internal Audit found that:
The signatures card is not entirely saved, only scanned and saved part being the signature.

Due this reason operational and fraud risks due to the fact that confusion and delays may appear in performing current operational activities.

	Remedieri / Corrections:

The Internal Audit recommendation:
We recommend that IT Division to:

Develop the Intranet application “Signatures’ Management in order to scan the Form for data and signatures card, not only the specimen signature with the posibility of viewing of the old signature cards of the customer;

All scanned and uploaded documents should be kept in archive for the same period as the originals.


	Opinia partii auditate / Auditee’s opinion:





	Numar si abreviere / Number and subject:

08- BANK-___- 006 Archiving of documents from the client file

	Clasificare / Classification:

3- Recommendation

	Persoana responsabila cu rectificarea / To be corrected by:


	Termen de rectificare / To be corrected until:



	Detaliile constatarii / Details of the finding:
During “on site” visit, the audit team observed that customer’s documents from juridical file are not placed in chronological order and are not numbered to keep chronological records
Explicatie suplimentara / Additional explanation:

The Internal Audit found that:
Following our analysis, our impression that all the documents from the client file should be numbered to keep chronological records to add documents to the file. Thus, the employees will check and ensure that all the documents are not missing from files and are complete.



	Remedieri / Corrections:

The Internal Audit recommendation:
In accordance with banking best practice, all the documents from the client file should be numbered to keep chronological records. Also, internal procedure regarding Customer Services and Cash should be amended in this sense.



	Opinia partii auditate / Auditee’s opinion:





PAGE  
8
. Internal Audit Department 

Page:


